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(i) Fraudulent document recognition
training for all covered employees han-
dling source documents or engaged in
the issuance of driver’s licenses and
identification cards. The fraudulent
document training program approved
by AAMVA or other DHS approved
method satisfies the requirement of
this subsection.

(ii) Security awareness training, in-
cluding threat identification and han-
dling of SSI as necessary.

(6) Emergency/incident response plan;

(7) Internal audit controls;

(8) An affirmation that the State pos-
sesses both the authority and the
means to produce, revise, expunge, and
protect the confidentiality of REAL ID
driver’s licenses or identification cards
issued in support of Federal, State, or
local criminal justice agencies or simi-
lar programs that require special li-
censing or identification to safeguard
persons or support their official duties.
These procedures must be designed in
coordination with the key requesting
authorities to ensure that the proce-
dures are effective and to prevent con-
flicting or inconsistent requests. In
order to safeguard the identities of in-
dividuals, these procedures should not
be discussed in the plan and States
should make every effort to prevent
disclosure to those without a need to
know about either this confidential
procedure or any substantive informa-
tion that may compromise the con-
fidentiality of these operations. The
appropriate law enforcement official
and United States Attorney should be
notified of any action seeking informa-
tion that could compromise Federal
law enforcement interests.

(c) Handling of Security Plan. The Se-
curity Plan required by this section
contains Sensitive Security Informa-
tion (SSI) and must be handled and
protected in accordance with 49 CFR
part 1520.

§37.43 Physical security of DMV pro-
duction facilities.

(a) States must ensure the physical
security of facilities where driver’s li-
censes and identification cards are pro-
duced, and the security of document
materials and papers from which driv-
er’s licenses and identification cards
are produced or manufactured.

§37.45

(b) States must describe the security
of DMV facilities as part of their secu-
rity plan, in accordance with §37.41.

§37.45 Background checks for covered
employees.

(a) Scope. States are required to sub-
ject persons who are involved in the
manufacture or production of REAL ID
driver’s licenses and identification
cards, or who have the ability to affect
the identity information that appears
on the driver’s license or identification
card, or current employees who will be
assigned to such positions (“covered
employees” or “covered positions”), to a
background check. The background
check must include, at a minimum, the
validation of references from prior em-
ployment, a name-based and finger-
print-based criminal history records
check, and employment eligibility
verification otherwise required by law.
States shall describe their background
check process as part of their security
plan, in accordance with §37.41(b)(4)(ii).
This section also applies to contractors
utilized in covered positions.

(b) Background checks. States must
ensure that any covered employee
under paragraph (a) of this section is
provided notice that he or she must un-
dergo a background check and the con-
tents of that check.

(1) Criminal history records check.
States must conduct a name-based and
fingerprint-based criminal history
records check (CHRC) using, at a min-
imum, the FBI's National Crime Infor-
mation Center (NCIC) and the Inte-
grated Automated Fingerprint Identi-
fication (IAFIS) database and State re-
pository records on each covered em-
ployee identified in paragraph (a) of
this section, and determine if the cov-
ered employee has been convicted of
any of the following disqualifying
crimes:

(i) Permanent disqualifying criminal of-
fenses. A covered employee has a per-
manent disqualifying offense if con-
victed, or found not guilty by reason of
insanity, in a civilian or military juris-
diction, of any of the felonies set forth
in 49 CFR 1572.103(a).

(ii) Interim disqualifying criminal of-
fenses. The criminal offenses referenced
in 49 CFR 1572.103(b) are disqualifying
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